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ANGA Verband Deutscher Kabelnetzbetreiber e.V. (Association of German Cable 

Operators, referred to herein after as “ANGA”) represents the interests of more than 

180 leading companies in the German broadband-cable industry, including Kabel 

Deutschland, Unitymedia KabelBW, Tele Columbus, PrimaCom, NetCologne, Pep-

com, wilhelm.tel and Deutsche Telekabel. The cable network operators organized in 

ANGA directly or indirectly serve approximately 18 million subscribers in Germany. 

Currently, 4.4 million households are using their cable connections also for broad-

band internet access and telephony. 

ANGA supports the Commission’s strategy to improve the legal framework of intellec-

tual property rights in order to allow innovative services and products to create 

growth and jobs in Europe.  

The Commission’s survey aims to gather specific information about the enforcement 

of intellectual property rights through contracts, litigation or other means, the efficien-

cy and effectiveness of civil proceedings. It appears that the questionnaire is essen-

tially targeted for rights holders to provide specific information with regards to en-

forcement of the rights they hold. 

Nevertheless, ANGA would like to use this opportunity to present the German cable 

industry’s views towards the intellectual property rights enforcement Directive 

(IPRED). We hereby focused on the questions in the chapter on “Efficiency and ef-

fectiveness of civil proceedings in cases concerning infringements of intellectual 

property rights – Mechanisms to inform about the alleged infringement and to impede 

access to goods and services allegedly infringing IPRs”. 

 



2 

 

Do you consider the possibility to use notification mechanisms to be a useful tool to inform the interme-

diary about the fact that his services are being (allegedly) used to infringe an intellectual property right 

and thus bring a stop to the infringing/allegedly infringing activity? 

For the purposes of this survey, a "notification mechanism" should be understood as any mechanism that enables a right 

holder to, at least, notify an intermediary, acting in an online and/or offline environment, that his services are being used by a 

third party to infringe that right holder's intellectual property right. 

German cable network operators were in the past confronted with such requests. 

Due to legal and technical constraints cable operators have not acted on such re-

quests to date. 

As there are several open legal issues and difficulties in this context, ANGA would 

consider it premature and disproportional at this time to 

- legally oblige ISPs to send out warning notices without prior judicial control, 

- legally oblige ISPs to block websites or online services containing content of any 

kind, 

- legally oblige ISPs to suspend the internet connection of a customer who alleg-

edly infringed copyright. 

For further details see the answers to the questions below. 

 

Do you consider the possibility to use notification mechanisms to be a useful tool also where the in-

fringements/alleged infringements occurred in, or the intermediaries are incorporated in, a Member 

State other than the one in which you operate? 

----- 

 

Do you consider the possibility to use notification mechanisms to be a useful tool to inform the infring-

er/alleged infringer about the infringing/allegedly infringing character of his activity? 

ANGA believes that notification mechanisms to inform the alleged infringer about the 

allegedly infringing character of his activity can be a reasonable solution as regards 

the enforcement of copyrights. 

When talking about online “piracy” often minors and even young children are the 

ones committing the copyright violation, mostly without being aware of the possible 

consequences. This should be taken into consideration when pushing for copyright 

enforcement. The same applies in cases of first offenders: It appears to be propor-

tionate to warn an alleged infringer before taking legal action against him. 

In Germany, the possibility to send “warnings” to alleged infringers already exists. 

Right holders can file for an injunction to obtain the name and address of the sub-

scriber whose access has been used to commit the allegedly infringing action. The 

corresponding rule in Article 8 of the IP-Enforcement Directive (2004/48/EC) is im-

plemented in Sec. 101 of the German Copyright Act. It is important to note that a 

court order is a necessary requirement for an ISP to hand over subscriber data. 
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The retrieval of customer data (name, address) based upon an IP-address and a 

time stamp requires the ISP to store and process personal data. Personal data in 

communication processes is protected by the fundamental right of secrecy of tele-

communication (Sec. 10 of the German Constitution, see also sec. 88 of the German 

Telecommunications Act). The restriction of this right requires an act of parliament. 

Such an act of parliament was established in sec. 101 of the German Copyright Act. 

ANGA believes that the mechanism of ex ante judicial control is absolutely necessary 

to protect subscribers’ rights and prevent unjustified bulk retrievals by right holders. 

Accordingly, ANGA would consider problematic any approaches aiming at obliging 

ISPs to act upon mere request of a right holder without proper judicial ex ante con-

trol. “Warning notes” or notices sent out by ISPs that are not based upon a court or-

der would negatively impact a subscriber’s right to communicate. They would most 

likely also severely damage the customer relationship that the ISP built based on 

trust and confidentiality. This is especially true in cases of wrongful warnings in which 

it would be unclear how the subscriber could legally defend himself. 

The issues at hand are 

- Data protection and privacy as regards the retaining and processing of the nec-

essary data  

- Legal protection against wrongful warnings 

- Unreasonable impositions for ISPs 

- Unjustifiable damage to customer relationships. 

The constitutional issues of “warning notes” models obliging ISPs to act without ex 

ante judicial control have been discussed in Germany for many years now. As a re-

sult of this intense debate, a legal obligation for ISPs to send out warning notes to 

subscribers was rejected, predominantly for privacy reasons. This development 

should be considered in the context of a similar discussion on the European level. 

Nevertheless, the current system of processing information requests needs to be im-

proved: Determining and providing requested customer data is a costly process. Yet, 

there is currently no legal provision under which right holders must reimburse ISPs 

for their efforts. As the determination and provision of such data is in the interest of 

the right holder, he should bear all incidental costs. 

Therefore, ANGA asks the Commission to introduce rules on reimbursement where 

injunctions against an intermediary are sought. It should be legally determined that  

- all costs of defending and implementing the injunction including the right holder’s 

own costs must be borne by the right holder even when its claim is successful  

- all costs arising from fulfilling a rights holder’s request regarding the provision of 

customer data, including additional infrastructure and labor costs must be borne 

by the right holder. 
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Are notification mechanisms being used by the rights holders in your Member State? Please provide us 

with more specific information about these mechanisms indicating in particular whether it is mandatory 

for the intermediaries to establish them. 

As explained above (previous question) right holders can send out notifications once 

they have obtained the necessary data from an ISP after presenting a court order. 

Notices are usually sent not by the right holder directly but by an attorney. 

This system functions very well. Further regulation except as regards the reimburse-

ment of ISPs is not necessary. In fact, an obligation of ISPs to send out warnings un-

der circumvention of judicial ex ante control would be unconstitutional. 

Instead of trying to enforce copyright through questionable measures of notices and 

law suits against individuals it seems to be more constructive to strengthen the co-

operation of law enforcement authorities: The system of notices only works if the right 

holder can determine an IP-address which can then be used to identify the subscrib-

er (not necessarily the infringer!). However, illegal streaming services that are re-

sponsible for a much greater number of copyright infringements than P2P cannot be 

fought with this system. Therefore, it is essential that law enforcement agencies – 

national, pan-European and international – co-operate better in order to arrest the 

operators of the infringing illegal streaming platforms. 

 

Does the infringer/alleged infringer have a possibility to contest a notification sent by the right holder? 

Under the current system of notices an alleged infringer only has limited possibilities 

to contest a notification sent by a right holder. If he is of the opinion that the claim 

does not exist he can file an action for a negative declaration. Usually he will need to 

hire an attorney for this which produces costs. This process is complicated, costly 

and in many cases disproportionate to the right holder’s damage. 

The other possibility is to decide not to pay the charge set up by the notification. If the 

alleged infringer does so the right holder has the possibility to file a law suit. In the 

following law suit the alleged infringer can then defend himself. 

 

Is it possible for a right holder to use the notification to ask an intermediary to impede access to goods 

or services that he considers to be infringing his IPRs and that are offered through the services of this 

intermediary? 

No. The blocking of websites and online services is very restricted. In our knowledge 

the blocking of websites due to alleged copyright infringements has not been tried in 

Germany to date. 

In any case, the blocking of a website can only be ordered by a state authority or a 

public law. See also below, answer to the following question. 
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Is the right holder obliged to obtain an order from the competent judicial authorities if he wants to oblige 

the intermediary to impede access to goods or services that he considers to be infringing his IPRs? 

Yes. 

Before issuing such an order the competent authority must determine if the legal pre-

conditions are fulfilled. The following issues arise in this context: 

- The ISP, who is not responsible for the content of websites or online services, 

cannot be held liable as Article 12 E-Commerce-Directive privileges ISPs for 

these exact cases. 

- A blocking order would be disproportional. In most cases, technical blockings can 

be circumvented quite easily and, thus, do not have the desired effect.  Also, the 

implementation of technical measures would cause unjustifiable costs for ISPs. 

- The constitutional rights of the users (freedom of information, freedom of speech) 

are at risk. 

As these issues have not been addressed sufficiently so far, obliging ISPs to block 

online content of any kind should not be the remedy of choice.  

From a German point of view, it should be noted that the German legislator made an 

approach to stipulate a blocking obligation: An act obliging ISPs to block websites 

containing child pornography entered into force in 2010. Due to the above raised is-

sues it was abolished again in 2011. 

 

Is it possible to ask for such a measure already at the preliminary proceedings stage? 

---- 

 

Is a review of the measure resulting from the use of this mechanism (e.g. when access to an offer dis-

played on a website was impeded) provided for? Are judicial authorities involved in this review? 

---- 

 

In cases of commercial scale infringements of intellectual property rights, do you consider that there 

should be particular consequences (i.e. including e.g. suspension of the infringer's/alleged infringer's 

account) resulting from a notification mechanism?  

For the purposes of this survey, "commercial scale infringements" should be understood as infringements carried out for 

direct or indirect economic advantage on a magnitude of typical/usual commercial activity, while excluding consumers acting 

in good faith or for personal/non-profit purposes. 

ANGA agrees that commercial scale infringements of copyright should be prosecut-

ed. However, the suspension of the subscriber’s account would in most cases be un-

justified and disproportional.  Therefore, ANGA does not support systems resembling 

the “3-strikes-modell” that was established in France some time ago.  
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The following issues have not been solved to date and would question the legality of 

suspending accounts: 

- First, neither the right holder nor the ISP can be completely certain if the sub-

scriber is identical with the alleged infringer. One account can be used by several 

people and the question of liability has not been answered positively in many 

cases. Hence, the suspension of an account might in fact impact the wrong per-

son. 

- Second, the wrongful termination of a customer’s internet access would severely 

damage the ISP’s relationship with its customer. 

- Third, an internet connection has become so important over the last years that a 

termination might even be unconstitutional. Internet access is necessary not only 

to participate in social and cultural activities but for many people also for profes-

sional purposes. 

- Fourth, to determine if an account should be suspended, in fact if “enough” alleg-

edly infringing actions have been committed through it, the ISP – or another insti-

tution – would have to store the relevant data. This would include personal data 

and in some cases even sensitive data. At the moment, there is no legal basis for 

such data storage in Germany. 

- Finally, the negative evaluation by French authorities should be taken into ac-

count when considering suspension of access accounts: The first report on 

Hadopi did not prove the effectiveness of the system. In particular as only P2P-

platforms and not streaming offers can be addressed with the “3-strikes” model, 

the appropriateness of such a system has to be questioned. 

 

In cases of notorious infringers of intellectual property rights, do you consider that there should be par-

ticular consequences (i.e. including e.g. suspension of the infringer's/alleged infringer's account) result-

ing from a notification mechanism? 

For the purposes of this survey, "notorious infringers" are considered as infringers who have been the subject of a number of 

procedures based on the notification mechanism 

Please refer to the answer to the previous question. 

 

Berlin/Cologne 28 March 2013 


